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Ladies and gentlemen,
Thank you very much for entrusting me to share with you ideas and suggestions on what one 
 expects from the common glossary on information security. 

In the invitation for this event to me, it was said that from the answer it follows for example which terms should be included in the glossary.

I’ll be frank with you: I have serious doubts here. Having been a police officer for some 30 years and having worked with many colleagues from many differing bodies originating from many differing countries and cultures, my experiences allow me to explain that:

· If we talk information and information security, we talk commonly.
· If we practice information and information security, we practice our own glossary.

So the key issue, to my opinion, is how to better co-operate, and in order to have the required results at the end of this process, we need to start at the beginning.

In my views information, and subsequently information security, are inextricably bound up with communication. For that reason, I invite you to join me on my travel through communication, information and information security, to wrap up my presentation with perhaps workable suggestions, contributing to the development of a Common Glossary in the Information Security Area.
Besides, talking communication it is good to realise that roughly 6,800 known languages and dialects are spoken in the (191?) countries of the world and that some 2,261 have writing systems (the others are only spoken) and about 300 of these have online dictionaries.

(Source: http://www.alphadictionary.com/langdir.html)
Personal introduction
As said, I’ve been a police officer for 30 years in the Netherlands. Since 1988 I’ve been engaged in international activities; first operationally 5 years with narcotics and intelligence and then 6 years particularly for the Dutch Police in the framework of cross border policing and the European Union’s enlargement. Since 1999 I’m full time committed to support local, cross border and regional functionalities of entities in the chain of justice, be it on the personal level or institutional level, be it within these entities or between entities, either in a uni-disciplinary or multi-disciplinary setting.
I’m absolutely independent and only accountable to myself, my wife, 4 children and –of course- my customers. 

My regrets in life are twofold.

Privately, not having visited Spain earlier, as it later turned out, I left a piece of my heart there.

Professionally, not having visited Moscow earlier: I might have seen Mathias Rust set his plane on the Red Square and I might have been engaged in information security issues earlier and better.
Through Dr. Alexey Salnikov, the NATO Russia Council Science Committee invited Tim Bremmers to participate at the Advanced Research Workshop. Me being a practitioner and certainly not a scientist I’m perhaps a stranger in your paradise. 
However my views from the “outside” may contribute to the intended intense but informal exchange of views at the frontiers of the subject of the common vocabulary, aiming at identifying directions for future action in the area of information security.
Crises as energisers for solutions

We are all aware that crises boost both thinking and acting towards solutions of wearing problems, so I suggest identifying our crisis. My personal ones may now be known: I’m not a scientist; I’ve been a police-officer for 30 years, I’m Dutch by birth and I only speak 5 languages.
Our joint crisis is created by our limited perceptions:
	
	Things

I see
	Things

I do not see

	Things

you see
	Open for discussion
	My

blind spot

	Things

you do not see
	Your

blind spot
	Shared

blind spot


This one big problem is perhaps the most determining factor of the future development of the Common Vocabulary on Information Security, the latter to which I will refer as from now as C-VIS.
I already sarcastically referred to the experiences of common talking and individual acting; yet I believe this related to our main crisis:
We might feel insecure or unprofessional when we display or even worse, admit omissions and failures.

Not that I am without any form of shame but I allow you to follow my process of thinking to find solutions for these crises:
	Crisis
	Inversed
	Reasonable Action
	Next best RA

	
	
	
	

	Not scientist
	Scientist
	Study science
	Dialogue

	30 years police
	30 years no police
	Reflect and assist
	

	Dutch
	De-Dutch
	Travel the world
	Read 

	Only 5 languages
	More languages
	Study languages
	Interfacing

	
	
	
	

	Limited perception
	Obtain full perception
	Travel mountain tops
	Trust

	
	
	
	


Naïve or interesting, we’ll come back to these results later.

Very limited desk top search
· Type “common glossary” in exact wording at Google 
· Get 46,100 hits.
· Type “common glossary information” in exact wording at Google

· Get none.

· Type “information glossary” in exact wording at Google

· Get 114,000 hits.

· Type “information security glossary” in exact wording at Google

· Get 17,200 hits.

Going to some of these hits I found the following:

· A definition of Information Security
”The process of protecting data from accidental or intentional misuse by persons inside or outside of an organisation. Although information security is by no means strictly a technical problem, its technical aspects (firewalls, encryption and the like) are important. Information security is an increasingly high-profile problem, as hackers take advantage of the fact that more organisations are opening parts of their systems to employees, customers and other businesses via the Internet.”

www.csoonline.com/glossary
· The European Network and Information Security Agency, (Heraklion, Greece) is co-organising the biggest non-commercial, strategic conference in Europe on Network and Information Security, the annual ISSE (Information Security Solutions Europe) taking place for the 8th consecutive year. 
· This year, the conference is located in Rome from October 10-12 2006.

http://www.enisa.eu.int/pages/01_01.htm

http://www.enisa.eu.int/index.htm
· Information security can, of course, be made difficult to interpret and understand due to the overuse of jargon and technical terminology. The ISO 17799 Toolkit therefore includes an item to specifically address this problem. 
· The 'Information Security Glossary' is a core part of the product. It explains each of many hundreds of technical terms and phrases in simple every day language. 
· The jargon is NOT made even worse by using jargon to explain it! 

· This outstanding item is intended for use, not just when addressing the ISO 17799 standard, but within the IT and security arena generally.

http://www.17799-toolkit.com/17799glos.htm
Also the following links were interesting for me:

· http://www.alphadictionary.com/directory/Specialty_Dictionaries/Security/
· http://www.isd.salford.ac.uk/governance/security/infosechand.pdf#search=%22%20%22information%20security%20glossary%22%22
· http://www.security-manual.com/glos.htm
· http://www.information-security-policies-and-standards.com/
Practical experiences

Allow me to share some experiences.

One of my kids, 15 years of age, started his CD-copying “business” and was successful for about 1 year, as by then the rice of CD – burners dropped and this technical equipment was affordable for much more people, as a result of which his benefits dropped, more or less overnight.
Another one of my kids, 15 years of age, exploring life and its boundaries, started producing ID cards of various types. Bars and discotheques in my hometown used these basic school- or library ID’s as proof of age (16), the legal entry age.
Did my kids committed crime: yes.
Did these crimes disrupt society: no way.

Actually, I see a proof of democratic society here, as democracy (and its enforcement) should always be second and crime should be first.

If these two change place, we have a police-state.
Last year August-October I visited Amsterdam, Vienna, Skopje, Istanbul, Budapest and Brussels airports, 3 return flights; only in Amsterdam airport, the last time going out to Macedonia, passport control noticed I had taped my broken plastic ID card in the passport with this fantastic 3-M invisible tape.
Last month this ID card of my son broke upon handing over the passport at check in, and yet the airliner refused to board him on his way back home from the UK to the Netherlands as a result of which he had 1 day of his life spoilt with troublesome travelling. Good to know that how tight security is managed at airports, at railway- bus- and boat terminals there still is a somewhat different policy: in this perspective his journey went smoothly.
Spring 1996, one year after “Schengen“ became operational, we developed a pocket note book, police-officer proof and issue 20,000 copies alongside the 2 sides of the Dutch Belgian border; the booklet displayed the complex Schengen agreements in operationally understandable and realisable language, including powers of different authorities and what to do in the various stages of various determined cross border operational processes.

This booklet knew 2 layers, however with strictly the very same language: for immediate use and for desk top use in the office. The libraries packed with scientific comments and reviews on the Schengen Agreements remained were they were. The differences were found in the number of words.
In this perspective, following yesterday’s discussion, I imagine the following picture for C-VIS.


Implying that in the end there needs to be 1 common language.

This can even be labelled as a preordination and I will elucidate shortly on the rationale.

“One out of fifteen employees has great difficulties with reading and writing” ….Technological developments the next 5 to 10 years as well as higher demands made by users will have great effects on the professionals researched. 
The level of knowledge and skills need to be brought on a higher level and if that does not happen, the number of employees that will seriously be hindered in their functioning will increase to 30% of the employed population.” 

These hindrances would mean more complaints, more sick leave, decreasing motivation for self development, poorer employability and its related flexibility, decreased responsibility.

People will communicate uncertainty absorptions, resulting in rubbish in, rubbish out.

This seems to be talking information quality, yet for the purpose of freedom, security and justice, I believe we here also talk information security.

The 20th of July 2006 it was the last time I was offered services by an official, whose working was sponsored by the European Union and its tax payers, bedroom-services. I kindly decline the offer and also reported the event to the appropriate hierarchies. 
I am sure there is a link to information security here.
When I left Schiphol Airport recently via terminal 3, where i.e. Delta Airlines depart, there were very tight security measures, police, military police with automatic weapons, you know the picture: cues, cues and cues. I was not in a hurry but find two more passport checks before the official one exaggerated, realising how “thoroughly” these are done.

I went back to my line of check-in desks, crossed a 40 cm physical barrier and moved directly to passport control.
Despite the many interesting discoveries, in conclusion of my very limited desk top study I must ask: “what is new here?” as the first impressions lead to the “as always” conclusions:

· Private companies are in the lead?!
· Yet the European Union is rather active with its European Network and Information Security Agency and its i2010 Action Plan.
· Super focus on hardware and software; limited focus on the Human Factor?!
· Yet is seems that the Human Factor is winning grounds via more spread theories and movements from the inside.
· Too much single focus in stead of multi-disciplinary focus?!
· Yet the awareness for process- and chain orientation seems emerging.
· Do more with less.

· Society develops faster than we change shirt; in order to keep up with these evolutions, we need not to try to invent the perfect all encompassing failure less solutions; we should evolve ourselves as well.
· Step out of your mind and enjoy the value that others can add: the Six Hat methodology of De Bono can be used as a tool for opening unifocal mindsets. 
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It is like the creation of teams of talents, which unite the various mindsets and capacities needed to do a job, and indeed, different jobs, different teams; this implies a flexible organisation. 
The police, in general, are far from this, like many other actors in the security domain.
Intermediate conclusions
· There is no C-VIS at the level of satisfactory usability for NATO Russia Council Science Committee; or
· There is no C-VIS at the level of satisfactory usability for NATO and Russia; or
· There is no C-VIS at the level of satisfactory usability for governments and supra/international entities in the security area; or

· There is no C-VIS at the level of satisfactory usability for entities in the security area.

Worst case scenario here is the last option, which I estimate may be true, due to the level of co-operation within and between law enforcement and criminal justice bodies, let alone the security services. In case of applicability of the first option the crisis is serious though, related to its 3.5 years existence, limited. In this case I would anyway suggest to adaptively link up to existing models and mechanisms, however us being here explains that this is easier said than done, and perhaps just for the simple reason that this scenario is being dwarfed by the worst case scenario.
Need for further definition
Obviously I’m puzzled and my views on C-VIS get blurred: I need focus. 
Are we discussing the common glossary? 
And then: whose commonality?
And then also: on information, on security, on both or just on information security?
Besides, when common vocabularies in the information security area exist, what do and what should they cover?

Safety and security to their widest possible extend or just information and/or information security related topics?
Talking its glossary: what is information security?
Above, we read: ”The process of protecting data from accidental or intentional misuse by persons inside or outside of an organisation.”
“What are data?” is an inevitable question here, but I believe it is also interesting to see its context:


	Fact and/or figures;
yours, from your colleagues, partners and customers
	Data in context
	Information + 

Skills + 

Good sense +

Judgement
	Intelligence applied in decision making for operations

	Intake

Gathering
Assembling
	Processing
	Analysis
	Construe and apply

	<<<<<<<<<<<improve<<<<<<<<evaluate<<<<<<<<monitor<<<<<<<<<<<


This matter seems to encompass everything and everybody, isn’t it?

This brings me to the following two viewpoints:
· From a theoretical viewpoint, security can be organised on every acre. However, a totalitarian police state would come free of charge, implying people not feeling free with that. 

· From the same theoretical viewpoint, freedom can be organised on every acre. Then, a perverted, depraved society would come free of charge, implying people not feeling secure with that. 
Are we to balance freedom and security? I do not believe so, as these are not really counterbalances. 
Are we to technocratically regulate freedom and security? I do not believe so, as we cannot robotise human life.

I believe we are to orchestrate legislation, policy, structures, management and operations; something like orchestrating life, orchestrating society? Yes, orchestrating all of us, incorporating and advocating the ideals of freedom and security. Not just mine, but ours.

And this implies false tunes every now and then.

So, we’re back again to another basic: reducing risks.

C-VIS is all about reducing risks, however to the extend of acceptability, not to the level of having none.
Some figures
IT-professionals claimed it was them who took down the Berlin Wall, prior to the actual opening at November 9 1989 at 10.30 p.m., as they made it possible for information to pass the barrier without a problem.
IT and www. connected the world:
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BBC News read December 15th 2004:
“The number of personal computers worldwide is expected to double by 2010 to 1.3 billion machines, according to a report by analysts Forrester Research. The growth will be driven by emerging markets such as China, Russia and India….. More than a third of all new PCs will be in these markets, with China adding 178 million new PCs by 2010…... Low-priced computers made by local companies are expected to dominate in such territories ….. There are currently 575 million PCs in use globally. The United States, Europe and Asia-Pacific are expected to add 150 million new PCs by 2010…..The report forecast that there will be 80 million new PC users in India by 2010 and 40 million new users in Indonesia.“
According to the International Programs Center, U.S. Bureau of the Census, the total population of the World, projected to 09/18/06 at 10:54 GMT (EST+5) is 6,544,841,859. 

575 million PC’s (end 2004 information) imply at least 1 PC per 10 people.
Questions
How come that the United States of America were able to realise their prisoners flights throughout Europe? Was this information secured technically? Many people were involved as well, so how come they did not speak or leak? Did not they speak or leak?

Most certainly the weakest link in information security is man. 
How come that many information security process function?
Most likely due to a code combined with a culture.

Focus

In that perspective, I believe it is wise to focus on codes and cultures, and that brings me back to my crisis-grid:

	Crisis
	Inversed
	Reasonable Action
	Next best RA

	Not scientist
	Scientist
	Study science
	Dialogue

	30 years police
	30 years no police
	Reflect and assist
	

	Dutch
	De-Dutch
	Travel the world
	Read 

	Only 5 languages
	More languages
	Study languages
	Interfacing

	Limited perception
	Obtain full perception
	Travel mountain tops
	Trust


Most of the reasonable actions mentioned are tiresome for me:
· I do not have enough energy to start studying and become an academic as well;

· I have perhaps not even seen 5 % of the world

· Study another language is alluring, but too time consuming;

· I do travel mountain tops, but far too little, as I allocate insufficient time to do so: my time-management needs improvement.

The next best reasonable options are not only easier doable, also nicer:

· I like dialogues, as they connect to the obvious and the unexpected, including science;

· I already reflected and assisted being a police – officer, but even being positively critical faced dismissal various times due to alleged insubordination; the last 7 years I am “on the outside” and continue to the best of my capacities reflecting and assisting however from a broader vision and mission, which is attractive: it opens your mind and gives new insights;
· I do travel a lot for my work and also privately I’m interested in differing cultures; if time and budget do not allow travel, I read;

· Use the default as interface, make yourself vulnerable, ask for help from interfaces: I have more times been helped than left alone;
· As I cannot do everything myself, I rely on people, I trust people. 

Doing so, we might be open for thoughts and discussion on all blind spots; we might enlighten ourselves; through dialogue and exchanges of good and poor experiences we might even enlighten others; in the end we might even use more of the capacities given to us by nature.

Solution?
I hope my message is clear. Alongside all technical provisions, we need to have an equal strong focus on the soft side, on the Human Factor. Also here, the effect of the action is always the product of its quality and its acceptance. (E = A x Q)
It helps if we not only think & act products, but also think & act processes.

Any programme, project or action, so also C-VIS, should be designed, implemented and evaluated round the three following themes:
· Binding agreements on quality and methodology;

· Clearly defined and performed roles and responsibilities, both horizontally and vertically (hierarchically);

· Continuous improvement mechanisms.
Preconditionals here are the following three organisational settings:

· Recruitment, training and education, continued validation and certification of craftsmanship of people involved;

· Gradual shift from management to leadership in all three stages of design, implementation and evaluation;

· Organisational focus on cultural aspects of co-operation, including the integration of a culture of dissent;

From a different perspective we could distinguish 4 necessary mindsets:

· Political, on the permission

· Logistical, on the adequate tools

· Operational, on the knowing

· And basically human, on the trust, willingness and ability to co-operate.

In our efforts on improving information security, we could also use the powers “from the inside”: improve information security as an automatic result from improved information and intelligence processes.
Based on the model of the European Foundation for Quality Management, a model for progressive organisational maturation, the Dutch scientist Ir. W.J.C. Luiten 
 developed a matrix. 

	Phase & Orientation
	Phase I  - Activity
	Phase II  - Process
	Phase III  - System
	Phase IV  - Chain
	Phase V  - Transformation

	General picture
	Information services based on personal initiative.

Information will be used as far as there is a craftsmanship based need.
Possibly ICT is used. 
	Information services are aiming at improving and optimisation of primary processes.

ICT is focused entirely on implementation and management of primary processes.

Sub optimisation quite often is inevitable.
	Information services are intentionally deployed and utilised by the organisation to manage all processes.

This implies not only implementation of and support to primary (production) processes, but also for the benefits of the management of the organisation.

External information is gathered to manage pro-actively.

ICT is a tool to connect and combine processes and to execute integral management.
	Information services are intentionally deployed to support the entire chain.

Information services connect and combine primary (production) processes throughout the entire chain and support tuning and harmonization of organisational management. 
	Information services not only support the own organisation and its chain, but gives impulses tom possible transformations.

 Information is gathered structurally, allowing exploration of possible transformations and design and calculation of subsequent scenarios.

	Strategy and information policy
Starting points on how to use information services within the organisation

Harmonisation between the organisation and information services.

(Business / IT Alignment)
	No accepted information strategy exists; no criteria exist, neither basic principles.

Accepted preconditions are unknown.
Information strategy and policy are a non priority.
	First steps towards an information strategy, exclusively focusing on the primary process.
	Information strategy and policy are an integral part of the business strategy and policy.

The benefits of information services are clear.

Information strategy is based on customers needs.

Information strategy and policy are being evaluated.
Management of innovation in information services exists. 
	Strategy and policy of the organisations own information services are tuned to and harmonised with information services of partners in the chain.

Information services are deployed to re-enforce the entire chain together with the partners.

Information services’ PDCA-cycle is complete. New projects and activities are based on achievements.
	Future scenarios determine information services policy.

 Information strategy and policy are an example for other organisations.

	Infrastructure
Mainframes, servers, PC’s/laptops, printers, modems, routers, cabling, satellites, etcetera
	The information infrastructure is historically grown, and is not the result of a conscious choice.

No standards exist.

Usually stand alone systems.
	The infrastructure is derived from the primary process.

Incidentally department / division transcending links exist.
	Information infrastructure is tuned to and supports integral management.

All employees have the necessary ICT available.
	Optimisation of infrastructure in co-operation with chain partners. 
	Information infrastructure is developed in co-operation with external partners and environment.

It is authoritative and a model.

Knowledge and insights are available for others.

	Organisation of information services
Co-ordination of policy,  system-application- and information management, helpdesk
	Ad-hocracies, information services are not organised according roles, responsibilities and competences.
	Management of the existing focused on the primary process, keeping it alive.
The ICT-organisation distinguishes specialised functions.
	Information services are part of integral line-management at all levels.
	Information services entities of all organisation sin the chain co-operate according the PDCA-cycle.
	The organisation of information services commits itself to strategic alliances for the future. 

	Data and information 
Data, information, intelligence, knowledge, what is it used for? 
	Registration is focused on being held accountable, particularly in the financial domain and very disintegrated recorded.
	Data from the primary process are the basis for its management; also financial data are available.

Privacy and security are organised. 
	Data are used for integral management.

Project management is explicitly supported by information services.

Data are recorded once-only for multiple use
(data warehousing)

Information becomes knowledge
	Information services are organised from the chain perspective.

Reliability and integrity of employees are beyond questioning.
	Management-information is available for benchmarking

	Software 

Operating software, office automation, special applications
	A mishmash of software, facilitating registration of activities
	Software is facilitating processing of transactions in the primary process.

Interfaces emerge.
	Transaction-information becomes management information.

Enterprise Resource Planning really works. 

Applications and management are integrated throughout the organisation.
	Software concurs with — de facto — standards in the chain
	One contributes to the development of standards for the benefits of one’s own excellence and others’ excellence. 


The use of the matrix offers insights on your organisational state of play as well as on the rationale for improvement. Intrinsically, following the growth of your organisation, you bring people together, performing from a more common setting. People creating a mutual working culture, sharing common codes.

I advocate a stronger focus on Human Capital and their values and this is also elucidated by others.
In “De economische waarde van werknemers” 
 one can read:

“In many organisations it is a habitual ritual: at the end of the year, gathered for the distribution ceremony of the Christmas Boxes, or during the New Years Reception, the CEO heartening his or her employees with 'pep talk‘: ‘Our staff is our most valuable capital good’ is often heard.

However, during the rest of the year, staffs are not seen as an asset, but as 'costs walking about on legs'. ..... This is also caused by the fact that managers do not have adequate insight in the creation of value by their staff. Current bookkeeping approach……displays the costs of staff, not the profits.”

“Staff is an ‘intangible asset’ and no economic property.......however for the success of organisations it is a very essential and substantial asset. Leading authors and management gurus......  therefore correctly pay much attention to the ‘human factor'.”

“In order to understand how final financial results of an organisation are realised, one needs to acquire understanding of the role and purpose of:
· The quality of the organisation and its staff and their development in terms of learning and growing;

· The effectiveness and efficiency of internal corporate processes;
· Customer satisfaction and loyalty.”

“As Kaplan and Norton argue, motivation and competences of employees are essential...... The focus on shareholders value and corresponding accountability mechanisms often lead to a policy in which the optimisation term dos not exceed 'tomorrow12.00 hours'. 
In realising future profits from a continuity-perspective, one needs to pay sufficient attention to the further development of key competences.”

“The alignment of human capital and information capital with strategic internal processes is essential. The era of continuous change, shorter product-life-cycles and the need for faster ‘time to market’ makes the art of mobilisation of these assets to support strategic changes essential to realise changes and adjustments. This requires a good and flexible working force, which is employable and innovative by nature. Human capital, as 'intangible asset', can make the difference between survival and meeting with disaster.”
Next to the human individual, it’s an open door to refer to co-operation. The more this seems easy and natural, the more we all know this is rather difficult and certainly not always experienced as obvious.
“Samenspelen is ook een kwaliteit.” 

 “...............the successful communication of values to your employees or, in other words, the steering of staff without direct control, will be companies’ critical succes factor” 

	Before 1900
	Official
	ROS, 

return on sales
	Volume

	1900 – 1950
	Industrial
	ROI, 

return on investment
	Efficiency

	1950 – 1990
	Thematic
	ROE,

return on equity
	Learning together

	From 1990
	Networking
	ROT, 

return on trust
	Create together

	From 2001
	Human Capital
	ROP, 

return on people
	Joint construction and maintenance of knowledge and competences

	Future
	Human Values
	ROV, 

return on values
	Joint values, codes and conventions












footnote 

I believe there analogies exist here with Professor Amarals’ views here.
More and more, the product orientation gets matrixed by the process-orientation, which means that there is a stronger focus on: “
· Results during and achievements at the end of processes, which are key: what do all people involved realise?!
· The process orientation is the leading principle, the co-existence of processes is not enough, they must inter-act and they must match!

· Creativity is one step; innovation is the next one, as innovation is applied creativity. In this perspective craftsmanship needs to be cherished, by providing them means to professionally exercise their work!
· Good information services are a precondition to adjust and match working processes: the relevance of information security needs no further clarification!
· A strong external orientation< from entities within one organisation and from organisations amongst themselves) is the key factor to determine the success for co-operation!

· The Human Factor is always the uniting link! “ 

In this perspective, head-hunting is history, heart-hunting is key. 

In conclusion
Ladies and gentlemen,

· Perhaps my presentation has been disappointing:

· I sincerely apologise, as that implies I have not met to my customers’ expectations, most likely due to a poor preparation;

· Perhaps my presentation was surprising:

· I then can be relieved, as that implies I have at least provoked or stimulated your mind set;

· Perhaps my presentation has been interesting:

· Only then I can be satisfied, as that implies that you already are processing bits and bytes of it, for the benefits of your future actions.

And perhaps your future action results in a C-VIS which is close to being comprehensive 
, as a result from genuine mutual understanding.

A mutual understanding of which I hope it is focussing on results, directly related to improving the quality of information and not related to cover up.
As covering up cannot be brought in line with the rule of law, principles of good governance, democracy and not even human rights.
Here is my concrete suggestion of indispensable terms in C-VIS.
Thank you for your attention.
Annex 1
the Six Hats of de Bono
“Six Thinking Hats is the title and subject of a book by Edward de Bono, published in 1985. De Bono considered human cognition and thought to be of several types, approaches, or orientations. He theorized that of these approaches, most people used only one or two of the approaches and that people developed thinking habits which in turn limited people to those approaches. De Bono believed that if the various approaches could be identified and a system of their use developed which could be taught, that people could be more productive in meetings and in collaborating within groups and teams by deliberately using the approaches. 

As a result of his investigations, de Bono was able to describe a process of deliberately adopting a particular approach to a problem as an implementation of Parallel Thinking™ as well as an aid to lateral thinking. Six different approaches are described, and each is symbolised by the act of putting on a coloured hat, either actually or imaginatively. 

This he suggests can be done either by individuals working alone or in groups.

De Bono's six hats are:

· White hat (Blank sheet): Information & reports (objective) 

· Red hat (Fire): Intuition, opinion & emotion (subjective) 

· Yellow hat (Sun): Praise, positive aspects, (objective) 

· Black hat (Judge's robe): Criticism, negative aspects, modus tollens (objective) 

· Green hat (Plant): Alternatives, new approaches & 'everything goes' (speculative) 

· Blue hat (Sky): "Big Picture," "Conductor hat," "Meta hat," "thinking about thinking", overall process (overview) 

The main purposes of using Six Thinking Hats are:

· focus and improve the thinking process 

· encourage creative, parallel and lateral thinking 

· improve communication 

· speed up decision making 

· avoid debate 

De Bono believed that the key to a successful use of the Six Think Hats methodology was the deliberate focusing of the discussion on a particular approach as needed during the meeting or collaboration session. For instance, a meeting may be called to review a particular problem and to develop a solution for the problem. 

The Six Thinking Hats method could then be used in a sequence to first of all explore the problem, then develop a set of solutions, and to finally chose a solution through critical examination of the solution set. So the meeting may start with everyone assuming the Blue hat to discuss how the meeting will be conducted and to develop the goals and objectives. The discussion may then move to Red hat thinking in order to collect opinions and reactions to the problem. This phase may also be used to develop constraints for the actual solution such as who will be affected by the problem and/or solutions. Next the discussion may move to the Green hat in order to generate ideas and possible solutions. Next the discussion may move between White hat thinking as part of developing information and Black hat thinking to develop criticisms of the solution set. Because everyone is focused on a particular approach at any one time, the group tends to be more collaborative than if one person is reacting emotionally (Red hat) while another person is trying to be objective (White hat) and still another person is being critical of the points which emerge from the discussion (Black hat). 
 

“There are six metaphorical hats and the thinker can put on or take off one of these hats to indicate the type of thinking being used. This putting on and taking off is essential. The hats must never be used to categorize individuals, even though their behaviour may seem to invite this. When done in group, everybody wear the same hat at the same time. 
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White Hat thinking …..covers facts, figures, information needs and gaps. 

"I think we need some white hat thinking at this point..." means: Let's drop the arguments and proposals, and look at the data base." 
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Red Hat thinking …..covers intuition, feelings and emotions. The red hat allows the thinker to put forward an intuition without any need to justify it. "Putting on my red hat, I think this is a terrible proposal." Usually feelings and intuition can only be introduced into a discussion if they are supported by logic. Usually the feeling is genuine but the logic is spurious. The red hat gives full permission to a thinker to put forward his or her feelings on the subject at the moment. 
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Black Hat thinking …..is the hat of judgment and caution. It is a most valuable hat. It is not in any sense an inferior or negative hat. The black hat is used to point out why a suggestion does not fit the facts, the available experience, the system in use, or the policy that is being followed. The black hat must always be logical. 
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Yellow Hat thinking …..is the logical positive. Why something will work and why it will offer benefits. It can be used in looking forward to the results of some proposed action, but can also be used to find something of value in what has already happened. 
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Green Hat thinking …..is the hat of creativity, alternatives, proposals, what is interesting, provocations and changes. 
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Blue Hat thinking …..is the overview or process control hat. It looks not at the subject itself but at the 'thinking' about the subject. "Putting on my blue hat, I feel we should do some more green hat thinking at this point." In technical terms, the blue hat is concerned with meta-cognition.” 
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� “one” was first: “politicians”; not neglecting their relevance, role and responsibility, I believe they should not have the lead here, as too often politics blur





� cleaner, security officer, refuse collector, domiciliary care staff, production staff, warehouse manager and sales staff





� Press communication at the issuing of the research: “Laaggeletterd in het werk”, Stichting Lezen & Schrijven, the Hague April 21st 2006 (translated “Low literacy in work”) 





� Edward de Bono, May 26 and 27th  2004, Koning Willem I College, ‘s Hertogenbosch, seminar in the School for the Future “Many organisations suffer SKIDS (Sufficient Knowledge Idea Deficit Syndrome). In other words: knowledge in abundance, however a lack of ideas and creativity“; see also � HYPERLINK "http://www.edwdebono.com" ��http://www.edwdebono.com�





� Source: � HYPERLINK "http://start.csail.mit.edu/startfarm.cgi?query=How+many+people+live+on+Earth%3F" ��http://start.csail.mit.edu/startfarm.cgi?query=How+many+people+live+on+Earth%3F�





� Please note: if you fool me, you are to blame; if you fool me twice, I am to blame





� ‘Excellente informatie-voorziening’, Informatievoorziening die bijdraagt aan de realisatie van uw organisatiedoelen, IR. W.J.C. Luiten, pp 31, translated: 


Excellent information services, Information services contributing to the realisation of your corporate objectives





� Although there is one clear weak spot, indeed, no particular chapter on information security, the concept at least is worth consideration





� Translated: “Economic value of employees”.


Thesis, in short pronounced at the occasion of the public assumption of the office of Professor of Human Capital Valuation at the Tilburg University, June 4th 2004, Prof. dr. Gerard H.M. Evers, Universiteit van Tilburg, Faculteit der Sociale Wetenschappen, IVA beleidsonderzoek en advies, 2004, pp 44, ISBN 90-6835-399-3 





� Translated: “Playing together is also a quality”


Marco van Basten, coach of the Dutch National Soccer Team, during a press conference, Lausanne, May 24th 2006





� Drs. S. Bron, RA RC AA, Controller Hay Group, during the Workshop “Mensen op de Balans”, (translated: People on the Scales) March 31st 2003, Hay Vision Society, Workshop paper by Selma van den Berg, Eric Verduyn, Jan-Peter Koning, pp 17





� Authors’ free interpretation of the documents: 


Functie en toepassing RBP, versie 1.0, Werkgroep VPP en Projectgroep, 23 januari 2006, pp7, 


Referentiemodel Bedrijfsprocessen Politie, RBP 2006 Stapsgewijze toelichting RBP 2006, Powerpointpresentatie van Dr. M. Nieuwenhuis, Werkgroep RBP, CIP, Kwaliteitsbureau Politie, 13 dia’s,


RBP 2006, Referentiemodel Bedrijfsprocessen Politie, versie 3.0, Werkgroep VPP en Projectgroep VPP, 5 april 2006, pp54


documents drafted in the framework of improving the working processes of the Dutch Police





� See: “De HeartHunter”, Value driven organisation transformation, Drs. Egbert Kinds, Management & Literatuur, edition 2, November 1st 2000 





� I suggest being satisfied with about 80%, as striving for the full 100% perhaps slows down the first issuing; the 20 remaining %’s can de dealt with during the first and following improvement cycles





� Zie: � HYPERLINK "http://en.wikipedia.org/wiki/Six_Thinking_Hats" ��http://en.wikipedia.org/wiki/Six_Thinking_Hats�





� Excerpt from John Culvenor and Dennis Else, Engineering Creative Design, 1995 


Zie: � HYPERLINK "http://members.optusnet.com.au/charles57/Creative/Techniques/sixhats.htm" ��http://members.optusnet.com.au/charles57/Creative/Techniques/sixhats.htm�
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